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Item & Description SKU Quantity Unit Total
Price




Item & Description SKU

Quantity

DataGard TBR $4-127TB

DataGard $4-12TB Monthly Services
Services Included in Monthly Rate:

-1 Year Time-Based Retention in US-based
datacenters (TBR)
- Local backups in variable rates to the appliance (5
minutes ~ 24 hours)
- Backup replication - 2 remole bicoastal sites
- Daily rnonitoring & technical support to keep
backups running

Assist in file and server recovery
- On-Call trouble shooting service
. Annual system testing including local & cloud test
- Full technical DR documentation

5-year warranty on the backup appliance
- 30 days of off-site virtualization after which a fee of
$200.00 per 24 hours will apply.

Monthly subtotal
Total

$1,999.00 $3,998.00

/ month

/ month

for 3 years

$3,998.00
$3,998.00



Signature

,___/7[5 bz

Date
Printed name
Countersignature
Kowin /O GFaulles 110-2023
Countersignature Date

Kevin R Fuller

Printed name

This quote expires on January 30, 2023



Purchase terms
BACKUP AND DISASTER RECOVEFW AGREEMENT TERMS

Term: This Agreement between clienf and THI NKGAF!D is effective Upohqthe date signed by
the Clzent, shall remain In force fora period of 3 years (36. Months} am:l be reviewed ds
needed to address any necessary adjustmxents or. modxﬂcation S Shou Id admstments w
madifications be required that afféct the feas paid for the sarviczes réndered under thxs 7
Agreement, said fee adjustment will be negotiated and agree.-d-ta between the Chent and:
THINKGARD in writing. Absent such a written adjustment, the Agreement automatically
renews for a subsequent one-year term begihning on the dayimmediately following the '
end of the Initial Term unless either patty gives the other thirty (30) day's prior written
notice of its intent not to renew this Agreement. This Agreement cannot be automatical!y
renewed more than five {5) fimes.
This Agreement may be term!natad by the Citent upon thirty (30) day’s written notice 1f
THINKCARD:! : B
- Fails to substantially complete or satisfy its ebligatians under thfs Agreement and does not
cure any identified failure. within thirty (30) days of receipt of written notice of said faxiu re
from the Client; ; : . ; ;
- Breaches any material tc—:rm or wnd!tian of thns; Agreement and fails to remedy such -
breach wlthin thirty (30) days of racelpt of written notice ofsuch a breaczh from the Chent
. Tarminatesor suspends its businesg operations un!ess It is 5ucceeded by a parmitted
assignee under this Agreement, > * - . | i of s v 550 st
If elther party terminates this Agréeme&t TH:NKGARD wll!, if requested by the Cilent, assist
_Client in the ordetly: termlnation of services, including ttmelytransfer of the services to
another designated provider. Client agrees to: pay THINKGARD the actual costs of rendering |
such assistance. Actual costs couki in¢lude but ate m;:t iimited to ’rraining, data tra nsfer, pe
license transfers or equipment de-lnstailation. If (:hent termmatas this Agreem ent wn:hbut
cause, Client agrees to pay TH!NKGARD« a terminatinn fee equal the actuai hard costs that'
Th inkGard incurred as result of this early canceﬂation. Suppomng dccumentation of hard
costs will be provided to Client upon reguest. c%xent agrees to allow TH!NKGARB: to assign,

detégate. subcontract services to third party competent contracwrs approved by

" THI NKGARD and client. Any 5ubcontracmrs will be. requimd to agree in wrtting to

s confidentiaixty standards outlined ins (:onﬂdent:ahty section below. -\

Mmﬁgﬁ,l\n on~sate Backup Appnance that ac:ts asa iocal storage dévfce for data
backups and standby server in the event of server and{cr workstation failure. o

a) Incremental backups sent to the backup app!iance cnce an hour by default. :

b) Secure Remote {Offesite) Storage provided at t:wo {2} secure data centers. "

¢} Day-to-day data restoration of ﬂ!es, file: fulders, emaif& or emaii stores, 5QL databasas, and
Sharer'omt. G : i

d}) Full data recovery from secure data centers w’ith the most recent information stored
offslta -in the event of to‘tal catastmphe. where the on-s:te sarver and backup apphance are

¥

-

e) Full management, momtormg, and tastmg of the hackup a pphance and remnte storage} v

Ahs
: ]

ggggmy; Alldata is fully encryptad during transmxts bff*site and whrle stored uff«site. All ﬂata
is stored off-s:te, in encrypted form, an mult{ple servers in two (2) htgmy secure data center



facilities. (a) Eachi file is ehcrypted using 256~bit AES and SSL key-based encryption
technalogy. 256- blt AES entrypted data cannbt be read withaut the t;orrespondmg keys a
feature deslgned to prohibit the mlsuse of the encrypted data. {b) The on-site backup
appliance unit communicates with of&sfte remote servers using SSL (Secure Socket Layers)
techno!agy. As a result, the online backup of data Is encrypted twice. it is encrypted at all
times uslng the 256-bit AESehcryptlon, and itis encrypted agatn while it’s being sent over
the Internet. [c) Data stored aff~site remalns encrypted at all times 2

mmmmmmﬁm Data dedup!icaﬂun and cumpresslon oceurs prior to
data storage and transmit using state«of-the—art technology. This ensureess that backups are’
completed in'a shorter txmeframe. {ess storage space is used onthe on~srte backup
appliance and at the off~sate data centers, and needed bandwidth tb transfer data off«snte
“remains manageable, :

Backup Frequency: Servers can be backed up as frequemly as cmce an hour by defauit.
Retention policies can be customized to ereate as many arch!\ied versions of data-and full

' recovery bolnts as needed Off-site barckup ﬁequency 1s cantmuous by default, and may be
dépendent upon tctai data size. data changes, aud avaﬂabie Intemet baﬁd(&xd th
ﬁmmgﬂﬂmﬁm Data transmisslon can be conﬁgured to m!nfmize Intemet
bandwidth consumption. The or»site backup appliance and propriety uff~site data transfer
systern: leverages advanced bandwldth throttimg o scheduxa !ntemet bandwidth used
dependmg on the time of day. customized for each day ofthe Week. This allows bandwi‘d th
1o be limited durmg business hours to mamtain network funmonalfty and mammlze §
bandwidth during off-peak hours to efficlently transfer data off-site. . g ¥

Remote Storage provided at two high avazfablhty Data Centers in pennsytvania and Utah
nghly redundant storage in multiple redundant cluster nodes at two [2) redundant bi-,
coastal data centers. (a) Connectivity provlded by mulﬁpla provcders w:th automatic failoverf
capahbillities. (b} Facihties power is supplemented with both battery backup and. dtesel o

‘generation. capabihtnes. {c} Full physicai security at each faciiity inc!udmg global biometnc .

authentic:—cation access methadologyw track alt authentfcatad data center persormel and o

_prohibit the entry of any unauthonzed persons. (e) Flre wpptessidn and ehv:ronmehtal o
.controi provided, . gt AL y {' i :
Remote Storage and Base Remate Backup lmage Creatkm (a} Yaur data is stored fin

i enerypted formy) in two. (2} secure off~snte data centers, located in Pennsylvama and Utah. (b}

The m!tial backup will be sem: via a SATA b} diive to the primary remate storage fam!ity
There is an approxnmate two-week turnaround time to seed the imtlai backup off~s;te z
Incrementai backups will occur during the off«snte seeding process and w:!i co!iapse mto the
maln backup once the off-site tmnsfer is¢omplate. st 3, st

EQEMW_IQ&QQIM(EXQ)& TH!NKGARE) wm fog all retrieval activities fram the Client. (4}

‘ THINKGARD will attempt to- resolve access, backup, or retriewl problems over the phoné on
first calf within 24- hours of the. ﬂrst request. TH!NKGARD will restore a fite, file fclder, emall
or an entire mailbox, asneeded, upon Chent’s call to ‘the TH!NKGARE? heipdesk (b} in a :
disaster, where Client loses Its ent‘lre offxce, THINKGARD will have 3 hew backup appiiance -
Emaged, with the most current backup infurmation {usualiy. the previous day's data), The k

©hew backup appliance will be shtppad but via next»business day air tmnsportatian toa



lacation of your choice. When the backup appliance arnves. it wsli be ready for use- asa
virtual server, {¢) The backup appliam:e ¢an also be used 1o perform a bare matai restore to
dissimilar hardware, which means that: when a new seWer arrives, the backup appliance
can be used to restore the. most curtent data to the new server(s} and/or workstation(s},
regardles:s of hardwatre. e e PRI Then alhaR

Wi ad
’,:

mm&ma, ina d%saster where C!lant loses Its physlcal servers and backup
appliance, servers andjor workstations may be virtualized off-site. (a) Servers can be
virtualized in both off-site data qenters. (b) public IP-and/or VPN access will be given to
conrect to remote »virtua! ‘machines. VIrtua} machines can alsa ba ak:cessed,u;:fng VNC
and/for RDP. :

Qwnership of the Data: The backup data being stored on the backup appliance and at the
Data Center remains the sole property of the Client. if the Client chaoses to termmate
services, THINKGARD wiu assist Client in'the orderly termination of serwces. This could .
involve copying the backup image to an external drive, whinh can be synchmmzed with the
data on the backup appliance. The c;fem agrees to pay THINKGARQ theactual costs af
rendermg such assistance, P « i

m&ng,gm Neithér 'rhinkéard hor Client shall, during the term of this Agreérﬁent andfor
twenty~four {24) manths faﬂowing 1ts termination, solxc;t for employment any employee of
the other, .~ . Bl i b o LR RCEOU R B e Tt
Warranty: THINKGARD warrants th at THINKGARD’& work wi!l be performad m accorda nee
with reasonable and gustomary Practmes prevalling at the time for its busmess. {a} Aslong
as the service fees are current, the backup appi:ance unit shall be ful&y warramed and no
additional charges wilt be incurred for hardware failure. FirmWare and soﬁ;ware u pdates are
alse included {please note, however. that the backup applia nce carmat be mcd;ﬁed in any
way or the hardware warmntyﬂes} and THINKGARb’s warranties under this Agreement,
shall be voided. This mcludes addmg software apphcaﬂons to the backup apphance :tseif,
adding memory and/for hard drives, etc.) {c} Backup appliance replacement parts w:!! he
shipped next business day aie transportation and prepaid by TH!NKGARD.

ggnﬂdggmﬁ_izy' Each party shall treat all Informatmn received from the other party as
confidential (“Conﬁdenmal lnformatmn"} asa trade secret and stnct!y conﬂdent:ai
THINKGARD designates the backed up data and all information re!atmg té the backed up
data a5 confidential. Both parties shall: {i restnct disc!asure of t:onrdentna! mformauon to -
'amployees and agents sotely on a ‘need to know" basrs; {ii) advise employees and agents of
thelr eanf‘dent:ahty obt:gatioras, {m) use commerciauy reasanable means to compfy with the
confidentiality obizgati’ons of tms Agreament; and (Iv} notify the other of any unauthorized
possessicn or use of that paﬂ;y's c(:nﬁdent!al lnformaﬂen as saon as practicable after
receiving notice of same. thwithstandtng the foregoing, neither party shall be cbligated to
'preserve the confidentiality of any informatton whicht {i) was prevmusly khown' (i) isa
matter of public know!edga, {iiiy was oris mdependenﬂy develuped~ {iviis released fof



disciasure with written cansent' [\ RES fecelved from a fhird party to whOm the infcrmation
was dlsclosed without restrrctlon. R vier : ' :

: &mnmgmwmgsz Client agrees that THINKGAM‘.‘) may uti!ize certam items of their
equment and may gam access to certain parts of The CIient's faciht:es. Famﬁty access may
be denied for any réason at any time, however tf accessta facﬂiﬁes is denied, t!ie client ha
understands that THINKGARD may be’ unable to perform their dut!es adequate!y and !f such !
a sltuation should exist. TH!NKGAHD will be hefd harmiess. L £k

Passwords: THINKGARD acknowiedges that it must have remote access to the backup
appliznce to parform their duties under this Agreement Backup data w;ltalways be
encrypted and not accessible to anyane who does not have the password if the encryption
password is fost, the backup data wi!l be inaccess!ble ; # i

Mo Third Party Beneficiary: Neither Party ‘shail subcantract, assign, submgate ortm nsfer any
Interest, obligation or right under this Agreement thhout prior written consent from the
other Party, and any such attempt shalt be null and void. Except thata board of a governing
authority cannot bind their suctessors in offlce to contrat:ts l:eyond their term of office and
extension beyond :ts terin is vofdable by the successor Buard ‘4 ;
nggggsgm This Agreement shai! be: govemed by the state and Federal laWS he
: apphcabte to the State of Alabama, U.S,A. ke : ;

"Fotce Maj_w.g & Mahcuous.&gm THINKGARD shaﬂ nm; be habla far any tass, damage or
failure due to causes beyond its. control, fnc[uding strlkes. m:ts, earthquakes. épldemics,
wars, fites, floods, weather, power failurer. tetecommunicatinns and/or mtemet
interruptions, the faiiure or closure ofa fmanciai instztutim, cornputer maifunctmns, at:ts of
God orany other fa x!ure, mterruptmn or ermr mt dnrecﬂy caused, or reasonabty antlcipated
) hymmxcmn. s o L L e Sl i e R b g

Y gy

JJS& Client shall be sn!efy responsible for any taxes or sfmiiar charges arlsing aut of th:s
i Agreement, including all apptfcable Federaf, State or local sales taxes. customs, duties, use
{axes, valua-added taxes, excise charges or brokerage fees. Ciient shall alse be solely
responsible for assessing and remitting payment for any such itéms to the appmprmte
authorities, : ;
Warmnty of Representatwe Capac;ty Th¢ CIient warrants that fts undersigned
representatnve has the authorlty and capamty to bind C!Ient to the terms and ccndxtmns of
this Agreement and understands that TH!NKGARD has reasonably relied upnn such '
warranty and pmm:ses as an Inducement to enter into this Agreement. :
Severabmtylf a court or quasiujudncial quy subsequently determines that one or more of
the prov:slons of this Agreement is unlawful, then the provislans deemed unlawful and on!y

terras and candntions of this Agreement. G

.Add itional Documents The Partles agree to cuoperate to the extent poss!bte and execute :
any’ and all supplementary do::uments and to take all additional actlons which may become

I
SRHTAS



_ _necessaryor a ppropnate tu gf je full force and effect to the basic terms and intent of this’
‘Agreement. . S o i S R e S ’ :

Remedy Upon Cilent's nayment Defaults CIlent agrees that ln the évent it defau!ts on !ts
payment obngations under this Agraemem. THmKGARB shall. a) To the extent provide& by
faw have the right to pursue any and all availabla legal rernedles tq collect sald’ Sums, |
including through the xmmedfate ﬁling uf an acticm in a t:ourt uf Iaw Alabama and/or the
fedemijurisdmtion which includes sald euunty of Shelby, Alabama. )
'Understandtng The undersigned have read and understood each and evary pmvision of this
Agreement and agree that; ata minimum, pnor to execut,ing thls Agreemem they wera
each given. suff!cient time and the apportunity to presentthe Agreement to an attorney for
, cianﬂcation of the meaﬁing and functkm ¢f eac:h and every provision. ; ‘

b '7'“: iy

lntegrated Agréemem This Agreement embbdtes the enﬂre understanding bf the Parties
and ali of the terms and condltians with respect to the matters dtscussad in this Agreement
and that the termsare contnactuat and are not mete racita!s.'rhe baftles agree this’ i
Agreem ent supersedes and annuis any annl all mher or former Agfeements, contratts. )
pmmises or representatians, whether wﬁtten or oral, expressed or impﬂed. anﬁ it may not -
be altered, superseded or athexwise madiﬁed exe:ept In a wriﬂn " _signed by the pany to he
charged, - 3 : R T ;

!mmigration By signing this contracb. the cemracﬂng part!es aﬁlrm, for the dumtion of the .
Agreement, that they will not vmlate feﬁeral immigmtto w vr knuw!ngly emp{by, hire for
em ployment, or continue tc employan Unauthoﬂzed a!ien wlth!n‘the State ¢f Alabama‘ )

Terms By signing the Thmkc«‘ard Proposal, cnent agrees to pricing and semces terms
indicated on pwpnsa! pricing. pages. #

Questions? Contact me

Jeremy Curtie

Technology Allgnment Man

ThinkGard, L1.C
160 Yeager Parkway Suite 200

Pelham Alabama 35124

Unpited States




